Security in a Chanaing World

Emeraing Trends in Internet Security.

Gary Geddes, CISSP
Security Advisor
Microsoft National Security Team



Evolving Landscape

| - |
Past Present
Broadcast attacks Financially
iMalicious Mi dnofvatedagacks

A Phishing, Botnets,
RATs, Rootkits
A Application attacks
A SQL Injection
A XSS

A Network Worms
A Denial of Service
A Website Defacement

Increasing Sophistication

‘ - Future |

Specific target
attacks
AfdWwhalingbod
A Personalized malware

A Mobile device attacks
A cCell phones
A USB sticks




lirends in Malware

T Web-hosted Malware

2 More and more legitimate sites now serving exploits
2 Banner ads ccopted by cyber criminals

T User contributed contentis the new virus playground
2 Blogs, wikis, video sharing sites etc.-are hosting-attacks
2 Zero-day exploits are the rule, avoid detection by most scanners
2 P2P networks offer millions of victims

T Increasing sophistication of attack tools
2 Hierarchical distribution model
2 Increasing use of encryption for files and communications
2 Fully supported through fee based service and release management
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